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Overview

Managing users and services has become easier than ever for your organization’s Web 
Administrators. MUFG Bank Financial Center features streamlined everyday user access, 
administration, and account management tasks, giving you the power to make decisions and 
expedite changes quickly online. 

•	 Enroll users for new services online.

•	 Make decisions about who has access to which services.

•	 Set up new users and/or delete users to accommodate changes in staff.

•	 Lock out or reset tokens and manage user security settings.

•	 Quickly access a 90-day history of service requests.

All of these tasks can be accomplished easily through the Administration Console, which is 
available to Web Administrators. 

Using the administrative and management features of the Financial Center requires the role 
of Web Administrator to one or more individuals on your staff. The chart below provides 
examples of key stakeholder roles and responsibilities.

Web Administrators Users

Designated employees who can 
manage employee access to 
online services and perform the 
day-to-day activities.

Employees of the company.

•	Create new users
•	Create new roles
•	Manage User accounts
•	Assign user access, roles and 

entitlements
•	Manage Security tokens and 

system access

•	Granted access to use 
specific online services with 
entitlements as defined by Web 
Administrators

Communicating securely with MUFG Bank

The Message Center is the fast, convenient way to receive, send, and view confidential 
messages online. It is the only secure method for sending messages and documents directly 
to customer service.

FOR MORE INFORMATION 

If you have questions, please contact customer service at 844-544-0387, Monday 
through Friday, excluding federal holidays, 8:00 a.m. to 7:00 p.m. You may also send an 
email to TB-Customerservice@us.mufg.jp
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Accessing Administration Console

All user management and their login access to the MUFG Exchange System is managed through 
the Administration Console. To access the Administration Console follow the steps below.

	 Click on the 2-person icon in the upper right corner of the screen.

	 Select Administration Console. 

1 

2 

	 Welcome to Administration Console screen will display. Check the box in the lower left 
section to bypass this Welcome screen for future log-ins. Click Continue.

3 

3 
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4

	 The Administration Console screen will display.

	 From this screen, you can create a new user.

	 Modify an existing user by clicking on their name in the Last, First Name column. Select 
and click on user name located in the column titled Last, First Name.

4 

5 

6 

	 The Edit User Profile screen will display. From this screen you can edit the User’s Profile 
(email addresses, telephone numbers), modify their user type (Web Admin, Web user) and 
manage a user’s physical or mobile tokens. You can assign a user tokens (physical and 
mobile), add or delete a token, order additional physical tokens, and add, unlock, or delete 
a user.

7 

*To enhance security for your accounts, MUFG Exchange requires 1024-bit encryption.
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Change Security Settings

The user security settings feature allows you to easily manage the automatic expiration of user 
access and lock inactive users. These settings can be modified at any time, and changes will 
take effect immediately.

	 On the Administration Console in the Window that says Maintain Security, click the drop 
down arrow on the right. Select User Security Settings.

1 

	 Enter the number of days of inactivity which will result in the user’s access being locked.

	 The default lock period is 182 days. Use the drop down menu to change to 365 days.

	 Click Submit to complete the change.

2 
3 
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Manage User Access

From the Administration Console page, you can create new users, manage users’ access,  
edit profiles, delete users, and reset tokens. For more detailed information on creating a new 
user, assigning entitlements, and managing user access to the Exchange system, refer to  
the MUFG Microsite and access the New User Setup Guide, Role Based Permissions Guide, 
User Based Permissions Guide and Mobile Token Enablement System Administration Guide.

Create a new user

	 On the Administration Console, click Create a New User. 

1 

	 Enter the required information. Required information is identified by a red asterisk.  
The Check Availability link will confirm that the defined User ID is available for use.

	 Designate the user as either a Web User or Web Admin. Web Admins have the authority to 
add/delete/edit/assign entitlements to user profiles and to manage tokens.

	 Select the Language preference — English or Japanese. This will be the language that the 
user will generally see when accessing the MUFG Exchange system.

	 Click Submit to complete the request.

Note: We highly recommend selecting the check box for high risk transactions to receive 
email notifications.

2 

3 

4 

5 
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	 You will be redirected to the Administration Console where a message will confirm that the 
user has been added.

6 
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Manage User Access
Edit user profiles and reset tokens

	 From the Manage Users section of the Administration Console, click the Last, FirstName 
of the user whose profile and/or token you want to change. This will bring you to the Edit 
User Profile page.

1 

	 Click Edit User Info. The Edit User Information screen will open. Modify the user’s 
information as needed. 

2 



	 Click the Update button in the lower right corner.

3 

	 A message window will display confirming the User Information Profile has been updated 
Click OK. 

4 

	 Use the Security Maintenance section to lock or unlock the user’s access, manage user 
phones, assign security tokens, email temporary passwords for mobile token users, reset a 
user’s challenge questions and permanently delete users. 

5 

A user’s access can also be disabled or enabled from the Administration Console by 
respectively removing or adding a check mark under the Active column. 
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Manage User Access

Lock/Unlock Users

There are 2 ways to disable/enable a user’s access. The first method allows a user to be locked 
and unlocked directly on the Administration Console, the second locks/unlocks a user from 
the User Profile screen. Both are reviewed below. Whichever method is used, be sure to also 
lock or unlock the user’s token.

Method 1-Lock or Unlock a user from the Administration Console screen

Method 1: Lock a User

	 Remove the check mark from the box in the Active Column to the left of the user name.

1 

	 A window will display asking for confirmation for locking the user. Click OK to confirm.

2 

	 A message will display on the Administration Console confirming the user has been locked.

3 
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Method 1: Unlock a User

	 Check the box in the Active Column to the left of the user name.

1 

	 A window will display asking for confirmation for unlocking the user.  
Click OK to confirm.

2 

	 A message will display on the Administration Console confirming the user has been unlocked. 

3 
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Method 2 Lock or Unlock a user from the User Profile Screen, Security Maintenance Section 

NOTE: Be sure to also lock or unlock the user’s security tokens. Steps 1 and 2 will be the same 
for both Locking and Unlocking a user from the Edit User Profile.

	 Select Administration Console from the People icon drop-down. The Administration 
Console screen will display.

	 From the Last, First Name column, click on the User’s name.

1 

2 

Method 2 Lock a user:

	 The Edit User Profile screen will display. In the Security Maintenance section, click the  
Lock User Access.

3 
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	 A Confirmation message will appear at the top of the screen. 

4 

Method 2 Unlock a User:

	 In the Security Maintenance Section, click Unlock User Access.

3 

	 A Confirmation message will appear at the top of the screen. 

Note: The user and their token must both be unlocked in order for the user to be able to 
access the Exchange system. Refer to Editing Security Token Entitlements for information 
about locking/unlocking security tokens.

4 
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Manage User Access

Delete users permanently

Deleting users permanently is appropriate if 
individuals leave the organization and you  
no longer need to use their profile to create 
new users.

Note: If a user has been assigned either  
a physical or mobile token, the token  
must be unassigned prior to deleting the 
user. Then the user can be permanently 
deleted. See Section: Deleting User with 
Token Entitlements.

	 On the Administration Console, under 
the Manage User section, click the Last, 
FirstName of the user you want to delete.

	 On the Edit User Profile page, in the 
Security Maintenance section, select 
Permanently Delete User.

	 A prompt will appear, asking you to 
confirm this request. 

	 Click Delete, and you will receive  
a confirmation. 

	 Note: When a user is deleted, they will 
appear in the User Maintenance screen 
with a status of Deleted. You may need 
to use the filter window on the right side 
of the User Maintenance section and 
select Deleted. The user will also appear 
on the Admin Console with a Status of 
Restore. For audit purposes the deleted 
user and all of their activities on the 
Exchange system will be retained for 365 
days after deletion. Exchange activity 
will be accessible for that period of time 
using the Audit Report function in the 
Administration Console.

	 A message will display that the user has 
been successfully deleted. Click OK. You 
will be redirected to the Admin Console 
screen. 
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Control User Access to Services and Accounts

Controlling user access to services and accounts can be accomplished quickly, easily 
and securely. Requests can be submitted 24 hours a day, seven days a week.

Add a user to a service

	 In the Manage Services section of the Administration Console, click Enroll 
under the service and on the line item of the user you will enroll.

1 

	 A window will display titled with the newly enrolled service for the user. Click continue to 
complete the requested enrollment. 

	 Note: Repeat this process for each service you want to make available to the user. 

2 
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	 Click Submit to complete the request.

	 Click Update. 

3 

4 

	 A confirmation message will display.

5 
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Control User Access to Services and Accounts

Delete a service from a user

	 In the Manage Services section of the Administration Console, remove the check, by 
clicking the word Edit. 

1 

	 A confirmation screen will display showing that the user will be un-enrolled from the 
specific Service. Click Continue. 

2 

	 A second confirmation screen will display asking “Are you sure you want to Un-Enroll 
this User?” Click Continue.

3 
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	 The User Maintenance-Assign Role will display. Move the appropriate role in the Assigned Items 
section on the right to the Available Items section on the left. Click Update. 

4 

4 

	 The Administration Console will display and the status for the service for the user will now 
appear as Restore.

5 
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Control User Access to Services and Accounts

It’s easy to view a 90-day history of all submitted service change requests.

MUFG Exchange Administration Console

View service change requests

	 On the Administration Console, click  
View Change Request Status. This will 
display all change requests for all Users 
within the last 90 days

	 On the Change Request Status page, 
click the arrow next to the column header, 
Submission Date, User Last Name, 
Service, Status, or Confirmation Number 
to sort the view.

	 Click Confirmation Number to view the 
details for each change request.

	 Select a record to see what was 
requested; the date the changes were 
submitted; and the status of the request.

	 Service Change Request Status Types:

•	 	Completed 
•	 	Delayed
•	 	Deleted
•	 	Implemented
•	 	Requires approval
•	 	Submitted

1 

2 
3 

4
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MUFG Exchange Confidential Information – Message Center

Sign on to the MUFG Exchange to access Message Center. Here you can send and view 
confidential messages with the security of 128-bit encryption, a level of protection not 
available with email applications. 

Email notifications of new, incoming secure messages can be setup in the Preferences Option 
available when you click on the Message Center Icon. If email notification is not setup, you will 
need to check the Message Center frequently to confirm if a secure message has been received. 

For your protection, you should not use your personal or business email to send confidential 
financial information.

	 Click on the envelope icon. This will open the message center. If you have received a message 
there will be a circle and a number indicating the number of messages you have received.

1 

	  If a message is indicated in the In Box, click on the message to open it.

2 

2 
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	 Click on New Message to create and send a message to Customer Service. You can 
attach a file(s), send the new message, save it as a draft, or cancel. 

3 

3 

3 

	 Click on Preferences to setup email notification to advise when a secured message has been 
received. You may also change the email address you wish to use to receive notifications.

4 
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MUFG Exchange Token Management Overview

A token is assigned to each user in order to provide additional security for authenticating user 
access to MUFG Exchange. A mobile token using the RSA Token app is the preferred and 
default option for all users. A physical token device is available on request.

The RSA SecurID app can be found by searching in the Apple App Store and  
Google Play store. The token passcode consists of two components:

	 A password, plus

	 The random 6-digit number displayed on the token, which changes every minute.

     

SecurID Token

NOTE: The countdown timer or bars next to the SecurID token indicate the time remaining 
before the currently displayed number is refreshed to reveal a new number. If there is only a 
single bar displayed, wait for the number to change and then enter the new number to create 
your password.

Web Administrators* have the ability to manage user entitlements and tokens easily using the 
Administration Console within the MUFG Exchange Entitlements include:

•	 Assigning tokens

•	 Re-assigning tokens

•	 Enrolling for tokens for Financial Center sign on

•	 Removing a tokens requirement for Financial Center sign on

•	 Locking a user’s token

•	 Unlocking a user’s token

•	 Resetting a user’s token

•	 Ordering tokens

•	 Sending a temporary password for Mobile App users.

*These features are only available to Web Administrators who are currently using tokens in the 
MUFG Exchange.
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Token Management

The Token Management page provides a consolidated status of user entitlements for tokens as 
well as detailed log information. To access Token Management*:

	 Sign On to MUFG Exchange.

	 Go to the Administration Console.

	 Select Security Tokens from the drop-down menu.

3 

	 The Alert: Security Token Required screen will display. Enter your 6-digit pin and  
the 6 digits from your token.

4 
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The Token Management page lists your organization’s users and provides the following 
statistics for each token:

	 Token Expiration

	 Token Serial Number

	 User Name

	 User ID

	 User Type

	 Token Type

	 Token Status

	 Use Token at Login

Note: When a user activates a new token to replace an existing expiring token, the new token 
will be displayed in Token Management the next day.

2 3 4 5 6 7 8 1 

You can also use the Token Management page for convenient access to:

•	 User Profile by clicking either the user name or user ID.

•	 Administration Console with the command button at the bottom of the page.

•	 Token Transaction Log with the command button at the bottom of the page. 

•	 Request Additional Tokens with the command button at the bottom of the page. 
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Token Transaction Log

The Token Transaction Log provides all token maintenance actions taken in the past 90 days

	 This activity is tracked by user.

	 Use the Token Transaction Log to understand the status of your organization’s tokens.

	 To view activity for a specified time period, simply changing the dates in the search criteria.

	 Click Token Management to view. 

.

3 

4 
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Assigning Security Tokens

Physical tokens are obtained from the bank and will be displayed as inventory when the system 
administrator selects a serial number from the list of numbers. A mobile token will be assigned 
a default serial number by the Exchange system. A physical token has a serial number and will 
be displayed when the system administrator selects one from the physical token inventory To 
assign a security token to a user:

	 Sign On to the Financial Center.

	 Go to the Administration Console.

	 On the Administration Console screen, click on the user name in the Last, FirstName 
column in the Manage User Section.

3 

	 The user’s Edit User Profile screen will display. In the Security Maintenance Section,  
click Assign Security Token.

4 
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	 The Alert: Security Token Required screen will display. Enter your 6-digit pin + the  
6 digits from your token.

5 

	 If the user will use a physical token, click the drop-down arrow on the Physical Token 
Serial Number window to display the inventory of physical token serial numbers available 
to be assigned. Select a token serial number and click Assign.

	 If there are no serial numbers, Request Additional Physical Tokens as outlined in the 
previous section. 

	 Note: Use Token for Login Authentication is a system default and will always be checked.

	 If the user will be using a mobile token, click the box to the left of Enable this user for 
mobile token.

	 Click Assigned.

6 

8 

7 

	 A confirmation message will display. If a physical token was assigned the physical token serial 
number will display. If a mobile token was assigned, the serial number will be blank. Click OK.

9 
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Temporary Password for Mobile Tokens.

After a new User has been defined, the user ID and name will appear in the Administration 
Console. Only new users who will be using a mobile token are required to have a temporary 
password the first time they log into MUFG Exchange or if their token is reset. When requested, 
the system will generate a temporary password and email it to the user’s address defined on 
the Edit User Profile screen. The temporary password is active for 48 hours, then it will expire.

	 On the Administration Console screen, click on the user’s name in the column titled  
Last, First Name.

1 

	 The Edit User Profile screen will display. Select Assign Security Token in the Security 
Maintenance Section.

2 
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	 The Alert Security Token Required Screen will display. Enter your 6-digit pin and the  
6-digit code from your token. Click Submit.

3 

3 

	 Click the box to the right of “Enable this User for Mobile Token” by clicking the box.

	 Click the Assign button in the bottom right of the Assign Security Token screen.

4 

5 

	 A message will display showing the Assign Token Confirmation. Click OK.

6 
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	 The Edit User Profile screen will display. In the Security Maintenance section, Click the 
action button for Email Temporary Password.

7 

	 A message will display “* The temporary password is sent to the user Firstname Lastname.”

8 

	 Within minutes, the MUFG Exchange system will generate three emails to the new user.  
The first email is a Welcome to MUFG Bank. The second email will have the new user’s UserID. 
The third email will have the new user’s temporary password. If the user does not receive any 
of these emails, have them check their spam folder. 

9 



30 MUFG Exchange Administration Console

Editing Security Token Entitlements

Security Tokens, both physical and mobile, can be edited. The options for editing Security Tokens 
are: Unassign Token, Reset Pin/Token Password and Lock Token. To edit security token entitlements:

	 Sign On to the MUFG Exchange.

	 Go to the Administration Console.

	 On the Administration Console screen, click on the user’s name in the Last, First Name 
column. The Edit User Profile window will display.

2 

3 

	 Click Edit Security Token and the Security Token Settings screen will pop up.

4 
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	 The Alert: Security Token Required screen will display. Enter your 6-digit pin and the  
6 digits from the token. Click Submit.

5 

5 

	 Select the appropriate token update option:

•	 Unassign Token – Unassigning a token will remove all token-related entitlements 
including Login Authentication and Payment approvals. If the user has a physical Token it 
will then become available for assignment to another user.

•	 Reset Token – The token can be reset in the event that the user has forgotten their PIN/
Token password. If a physical token, after reset, the user will sign on using their six-digit 
token code instead of token passcode (six-digit pin six-digit token code), then go through 
the steps of activating their token. If a mobile token, the System Administrator must email 
the user a temporary password. The user will use the temporary password + six-digit 
token code to activate the mobile token. The temporary password is active for 48 hours.

•	 Lock Token – The token can be locked or unlocked for security reasons. Locking a token 
will prevent sign on to the MUFG Exchange system or approval of payments until the 
token is unlocked. 
Note: If a user’s token is locked the Option will display as Unlock Token.

	 Click Update.

6 

7 
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	 A confirmation window will display. Click OK.

8 

Unassign a Token

Complete Steps 1 through 5 in Editing Security Token Entitlements.

	 On the Security Token Setting screen, click Unassign Token.

	 Click Update.

6 

7 

	 A confirmation window will display. Click OK.

8 
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	 At the user’s name on the Administration Console, in the Active column, the token icon will 
no longer be displayed.

9 

Locking a Token

Complete steps 1 through 5 in Editing Security Token Entitlements. 

Note: the Unlock Option will only be available if the token is currently locked.

	 On the Security Token Settings screen, click Lock Token.

	 Click Update.

6 7 

	 A confirmation window will display. Click OK.

8 
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	 The Edit User Profile screen will display with a message confirming the user’s token has 
been locked.

9 

Unlocking a Token

Complete steps 1 through 5 in Editing Security Token Entitlements. 

Note: the Unlock Option will only be available if the token is currently locked.

	 On the Security Token Setting screen, select Unlock Token.

	 Click Update.

6 7 

	 A confirmation window will display. Click OK.

8 
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	 The Edit User Profile screen will display with a message confirming the user’s token has 
been unlocked. .

9 

Deleting User with Token Entitlements

All users of the MUFG Exchange system have either a physical or mobile token assigned to 
them. You can easily identify users assigned a token by looking for the token icon in front of 
the user’s name on the Administration Console. 

If you need to delete a user with a security token from MUFG Exchange, the token must first 
be removed or unassigned. This requires a two-step process in order to ensure that the token 
can be reassigned, and your token inventory is correct.

The steps for Unassigning a Token are the same as in section Editing Security Token Entitlements.

Note: Permanently Deleting a User will only delete the User Profile. For Steps and screen prints 
on how to permanently delete a user, see Manage User Access: Delete User Permanently.

For audit purposes, the user ID will remain on the Admin Console in a status of restore and 
on the User Maintenance screen in a deleted status. Any activity by the user on the Exchange 
system will be retained for 365 days. A User Audit Report may be initiated to view the user’s 
activity on the MUFG Exchange System. See section User Audit Report for information on 
how to create an Audit Report.
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MUFG Exchange IP Address Restriction Overview

MUFG Exchange can be configured or restricted to accept ‘sign-ins’ from your users only if 
they originate from an IP address that is on an approved list of addresses. This feature is called 
IP Address Restriction.

If your company utilizes known IP addresses to access the Internet, then IP Address Restriction 
can be utilized as an additional security feature that will prevent any user from signing into 
MUFG Exchange from any IP address other than your own.

This guide contains easy to follow instructions, and also informs you on how to exempt 
specific users from this restriction (due to traveling and other needs).

IP Address Restriction

To access the IP Address Restriction Page:

	 Sign on to MUFG Exchange.

	 Click on the Administration Console.

	 Click on the drop down arrow to the right of the Maintain Security window. An options 
window will open.

	 Select Manage IP Address Restrictions.

2 

3 

4 
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The Company IP Address Restriction page controls the use of this feature and allows you to 
enter and update your list of IP addresses.

This page allows you to;

	 Turn IP Address Restriction On.

	 Turn IP Address Restriction Off

	 Add, change, or delete individual IP addresses

If you turn off IP address restriction, MUFG Exchange will automatically save your addresses, 
which can be activated by turning this feature back on.

Note: An asterisk can be used to indicate a range of numbers in the quartiles.

	 When you make changes on this page click Submit. If you have a token, you will be 
requested to enter your token passcode. Once this is validated you will receive a 
confirmation page of your changes which will be implemented immediately.

 

2 

3 

4 

1 
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