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GETTING STARTED
Security Tokens are an integral part of our efforts to safeguard your account from fraudulent 
activities. This guide provides instructions for assigning, unassigning, locking and unlocking 
security tokens. MUFG Exchange supports physical tokens and mobile tokens. Generally they 
are managed the same way. Where differences occur, they will be discussed. 

Access MUFG Exchange using the following link: sso.mufgbank.com

At the Sign On page enter User ID and passcode. 

To Assign a Security Token

1 	 Select Administration Console from the People icon drop-down menu.
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2 	 Click on the User’s name.  
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3 	 Click Assign Security Token.
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4 	 For a physical token, select a token serial number from the drop down menu in the  
pop-up window.

5 	 For a mobile token, check the box next to Enable This User for Mobile Token.
6 	 Click Assign.

7 	 A confirmation message will appear. If you assigned a physical token, a Token Serial 
Number will confirm which token was assigned to the user. If you enabled the user for  
a Mobile Token, the same message appears; however, the serial number will be blank.  
Click OK.

Creating a temporary passwords for mobile token Users

After a new User has been defined, the user ID and name will appear in the Administration 
Console. Only new users who will be using a mobile token are required to have a temporary 
password the first time they log into MUFG Exchange or if their token is reset. When requested, 
the system will generate a temporary password and email it to the user’s address defined on 
the Edit User Profile screen. The temporary password is active for 48 hours then it will expire.

1 	 Click on the user’s name in the column titled Last, First Name.
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2 	 The Edit User Profile screen will display. Select Assign Security Token in the Security 
Maintenance Section.
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3 	 The Alert Security Token Required Screen will display. Enter your 6-digit pin and the 
6-digit code from your token. Click Submit.

3
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4 	 Click the box to the right of Enable This User for Mobile Token by clicking the box. 
5 	 Click the Assign button in the bottom left of the Assign Security Token screen.
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6 	 A message will display showing the Assign Token Confirmation. Click OK.
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7 	 The Edit User Profile screen will display. In the Security Maintenance section, there is an 
action button titled Email Temporary Password. Click Email Temporary Password.
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8 	 A message will display that temporary password is sent to the user Firstname Lastname.
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9 	 Within minutes, the MUFG Exchange system will generate 3 emails to the new user. The 
1st email is a Welcome to MUFG Bank. The 2nd email will have the new user’s UserID. The 
3rd email will have the new user’s temporary password. If the user does not receive any of 
these emails have them check their spam folder.
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To Lock a Security Token

Process is the same for Physical and Mobile Tokens.

1 	 Select Administration Console from the People icon drop-down menu.
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2 	 Click on the User’s name.
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3 	 Click Edit Security Token.

3

4 	 Enter your Security Token Passcode.
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5 	 Select the Lock Token radio button.
6 	 Click Update.
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7 	 Click OK from the Security Token Settings Updated screen.
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To Unlock a Security Token

The process to unassign a token or reset a token password is exactly the same as 
described below, simply choose the correct option.

1 	 Select Administration Console from the People icon drop-down menu.
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2 	 Click on the User’s name.

2

3 	 Click Edit Security Token.
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4 	 Enter your Security Token Passcode.
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5 	 Select the Unlock Token radio button.
6 	 Click Update.
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7 	 Click OK from the Security Token Settings Updated screen.
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