Managing Security Tokens
Quick Reference Guide

GETTING STARTED

Security Tokens are an integral part of our efforts to safeguard your account from fraudulent
activities. This guide provides instructions for assigning, unassigning, locking and unlocking
security tokens. MUFG Exchange supports physical tokens and mobile tokens. Generally they
are managed the same way. Where differences occur, they will be discussed.

Access MUFG Exchange using the following link: sso.mufgbank.com
At the Sign On page enter User ID and passcode.
To Assign a Security Token

@ Sclect Administration Console from the People icon drop-down menu.
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Administration Console

[ Higraion Tuo, _SAMPLE COMPAIY A Formors nformation, piease efer to User Help

Manage Entitiements
Clek en servizes seiow 1 vew i s Usars

se View Change Request Status
Manage Users Crange reauests reaure two
[ —— e Orelo st e e
Users
Active POMENL AN ey manager
Last, FirstName UserID
S| userts sampleusert it Enon -
‘ wsezs sampleuser2. Enroll
useris sampleuserd Eat Enroll
( userts Sampleuseré at Enol
userss sampleusers £t Envol
seBs [— = Eocol
userTs Sampieuser? it Envol
userss sampleuserd £t Envol -

0 >
‘Seroll right to view ofher services

© Click Assign Security Token.

Edit User Profile

| Migration Four, SAMPLE COMPANY A |

Si Maint
UserID - sampleuserid ecurity Maintenance @)

Last Valid Login -
Last Contact Info Review :

User Access Status:  Unissued

Challenge Questions Status:
First Name :  Sample Inactive
Middle Name - Last Challenge Questions Change:
Last Name - User
Email Address = sXXXXe@email com

Send High Risk Transactions email - Yes

Notify user by email about offers,
promotions, and new products - No

User Type ¢ - WebAdmin Permanertly Delete User

Once a User is permanently deleted,
their entitiements cannot be copied to
another User.
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O For a physical token, select a token serial number from the drop down menu in the
pop-up window.

© For a mobile token, check the box next to Enable This User for Mobile Token.

@ Click Assign.

Assign Security Token

User ID: sampleuserid

Physical Token Serial Number : v @

_OR- 000405XXXXXX

000411 XXXXXX

Enable This User for Mobile Token (5)) 00041 1X00KKXX
Use Token for Login Authentication o

@ A confirmation message will appear. If you assigned a physical token, a Token Serial
Number will confirm which token was assigned to the user. If you enabled the user for
a Mobile Token, the same message appears; however, the serial number will be blank.
Click OK.

Assign Token Confirmation

User ID : sampleuserid

Token Serial Number : 000405XXXXXX

@
[ OK_|

Creating a temporary passwords for mobile token Users

After a new User has been defined, the user ID and name will appear in the Administration
Console. Only new users who will be using a mobile token are required to have a temporary
password the first time they log into MUFG Exchange or if their token is reset. When requested,
the system will generate a temporary password and email it to the user’s address defined on
the Edit User Profile screen. The temporary password is active for 48 hours then it will expire.

@ Click on the user's name in the column titled Last, First Name.
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© The Edit User Profile screen will display. Select Assign Security Token in the Security
Maintenance Section.

Edit User Profile

Frances Valla, TEST PROD CUST - MUFG BANK, LTD., TB NEWYORK

UserID: 012724testermpot Secity otatensces €

Last Valid Login : 01/28124-04:10

User Access Status: Temporary
Last Contact Info Review not active

First Name c Status: Active

Middie Name Last Challenge Questions Change:
LastName : 012724TestMPO1 L 51
Email Address :  XXXXXXg@us.mufg.jp

‘Send High Risk Transactions email : Yes

Notiy user by email about offers,
promotions, and new products © No

UserType @ : Web User

Once s Usar is permanently dsleted.
theieentilements canno be copied (o

e

©® The Alert Security Token Required Screen will display. Enter your 6-digit pin and the
6-digit code from your token. Click Submit.

Alert: Security Token Required

Instructions:
o - WmEmm ) P'ease enter your token passcode in the field below and click 'Submit. If
" ===/ yourtoken is new, or reset, only enter the six-digit number on your token
* = Required Field

UserID UserlD11

* Token Passcode : [+

Need assistance? Contact customer service at:
1-844-544-0387, option 2, from 8am-7pm ET @

O Click the box to the right of Enable This User for Mobile Token by clicking the box.
© Click the Assign button in the bottom left of the Assign Security Token screen.

Assign Security Token

User ID: 012724testermp01
Physical Token Serial Number
-OR-
Enable This User for Mobile Token @
Use Token for Login Authentication o

®

O A message will display showing the Assign Token Confirmation. Click OK.

Assign Token Confirmation

User 1D apriltest100

Token Serial Number

== ©

© The Edit User Profile screen will display. In the Security Maintenance section, there is an
action button titled Email Temporary Password. Click Email Temporary Password.

Tester1 TESTPROD CUST - MUFG BANK LTD TB NEW YORK

i
UserD” Tester12 Securky Meloianence )
Last Valid Login

Last Contact Info Review

User Access Status:  Unissued

Challenge Questions Status:
First Name Bactive

Middle Name Last Challenge Questions Chay
Last Name - - ,

Send High Risk Transactions email

Notify user by email about ofters.
promotions, and new products




© A message will display that temporary password is sent to the user Firstname Lastname.

Edit User Profile
Tester  _TESTPRODCUST-WUFG BANK LTD. TEREWYORK

. The temporary password s sent o the user

UserD wative SN0
Lastvaia Log User Access Satus:  Active
Last Contact nfo Review
Challenge Questions Sttus:
FrstName: Tet —
Miodk Name Lot Password Change:

LastName: Fre
EmailAddress - X00OOKKKA@US MU 1D

Last Challenge Questions Change:

‘Send High Risk Transactons email - Yes

Notty user by emal about oers
promotins, and new products” No

UserType @ : WebAdmin

© Within minutes, the MUFG Exchange system will generate 3 emails to the new user. The
1st email is a Welcome to MUFG Bank. The 2nd email will have the new user’s UserID. The
3rd email will have the new user’s temporary password. If the user does not receive any of
these emails have them check their spam folder.

(®) MUFG

B Email Security Zone
Name: Pauete Vala
Account Ending - 1772

Your Temporary Password
Dear Tester One
Your request for an MUFG Exchange password has been completed.

Your temporary password is: gOC97425

your User

q . you wil
be diected activation process. This temporary pas exple after 48 hours.

I you did not make this request, please call us at 1-844-544-0367, option 2, from 8am-7pm ET.

Thank you for banking with MUFG Ban.

L
s a reply, pease send us a secure message trough the Message Center”

MUFG Bank, Ltd vl not

Jease read our Prvacy Poley.

This emai was sen by: MUFG Bank L.+ 1251 Avenve of the Amercas » Mail Code V03956 + New York_NY 10020-1104

To Lock a Security Token
Process is the same for Physical and Mobile Tokens.

@ Select Administration Console from the People icon drop-down menu.
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@ Click on the User’s name.
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©® Click Edit Security Token.

Edit User Profile

Migration Four, SAMPLE COMPANY A

Security Maintenance
UserID: sampleuserid g i
Last Valid Login Challenge Questions Status:
Last Contact Info Review : SR

Last Challenge Questions Change:
First Name : Sample

Middle Name
Last Name : User
Email Address :  sXXXXe@email.com

Send High Risk Transactions email :  Yes

Notify user by email about offers,
promotions, and new products : No

User Type o : Web User Note:
Once a User is permanently deleted,
their entitiements cannot be copied to
another User.

@ Enter your Security Token Passcode.

Alert: Security Token Required

Instructions:
e’ ;: Pleage enter your token passcode in the field below and click "Submit. If
" RN - your foken is new, or reset, only enter the six-digit number on your token,
* = Required Field
User ID : migrationuserfour

Heed assistance? Contact customer service at
1-844-544-0387, opfion 2, from Bam-7pm ET

© Sclect the Lock Token radio button.
O Click Update.

Security Token Settings

UserID: sampleuser!

Token Serial Number : sampleusert Use Token for Login Authentication
Token Status :
Token Type

Token Options
() Unassign Token
() Reset Token Password

@(" Lock Token @)

@ Click OK from the Security Token Settings Updated screen.

Security Token Settings Updated

User ID: sampleuser1

Token serial number: XXOCOOXKK
Token status: Locked

Use Token for login authentication @




To Unlock a Security Token

The process to unassign a token or reset a token password is exactly the same as
described below, simply choose the correct option.

@ Select Administration Console from the People icon drop-down menu.
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© Click on the User’s name.
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©® Click Edit Security Token.

Edit User Profile

[ User One, SAMPLE COMPANY A |

Security Maintenance
UserID: sample User 1 o
Last Valid Login : 11/17/20XX-14:56 Challenge Questions Status:
Last Contact Info Review :  07/01/20XX-08:43 LD
. Last Challenge Questions Change:
First Name : Sample 07/01/20XX-8:42 o

Middle Name :
Last Name : User 1
Email Address : Ssampleuser1@email.com

Manage Uiser Phones

Send High Risk Transactions email : Yes

Notify user by email about offers,
promotions, and new products : No

User Type o : Web Admin

Permanently D

Note:

Once a User is permanently deleted,
their entitiements cannot be copied to
another User.




O Enter your Security Token Passcode.

Alert: Security Token Required

Instructions:
o __E 7w | Please enter your token passcode in the field below and click"Submit. It
- your token is new. or reset, only enter the six-cigit number on your token.

*= Required Figld

User |D : migrationuseriour

Need assistance? Contact customer service at
1-844-544-0387, option 2, from &am-7pm ET

© Select the Unlock Token radio button.
@ Click Update.

Security Token Settings

User ID : sampleuser1

Token Serial Number : 0000000000 Use Token for Login Authentication
Token Status : Locked

Token Type : Physical

Token Options

© Unassign Token )

O Reset Token Password )

@ ® Unlock Token )

®

@ Click OK from the Security Token Settings Updated screen.

Security Token Settings Updated

User ID: sampleuser1
Token serial number: XGOCOOCCCOOK
Token status: Unlocked

Use Token for login authentication
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